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1. Introduction

OMEGA Enterprise Gateway (OEG) is replacement software for the OMEGA OPC Server, iCONNECT, iLOG
HTTPGet, iPort, Mail Notifier, Virtual Coordinator, and OMEGA Dashboard. Users currently using the aforementioned
software, are encouraged to install OEG. OEG supports the following OMEGA products:

¢ Legacy OMGEA Probes/Sensors
¢ Wireless Transmitters

e Smart Probes

e Smart Interfaces

The OEG server can be installed on the following OS/Platforms: Windows 7, 8, 9, 10, & 11. Windows Server 2008,
2012, & 2016. All OS are 64-bit. OMEGA does not recommend operating OEG on 32-bit OS. The OEG web client is
platform-independent. The minimum hardware requirements for server installation are: Dual Core: CPU 2.4 GHz or
higher; Memory: 16 GB or higher, hard drive 500 GB or higher.

Disclaimer: Functions described in this document are subject to the features outlined in the license tier the user
has purchased.

1.1. Use Scenarios

OMEGA Enterprise Gateway is a bridge between OMEGA sensing devices and industrial applications. It is a
standalone lloT sensing software that delivers device provisioning, state and status monitoring, data logging,

visualization, and analytics. A variety of OMEGA devices are supported by this Gateway software. Typical
application deployment scenarios are shown below:

1.1.1. Integrated with Enterprise Applications

OMEGA Enterprise Gateway can feed sensing data to the OPC UA compliant applications such as
SCADA, HMI, MES, etc. via the OPC UA server (licensed). Once the user adds OMEGA devices to the
Gateway, the Gateway automatically exposes all sensing data as OPC UA nodes. The Enterprise
application can then pull all OPC UA node values and display them on the screen.

1.1.2. Standalone Solution for Sensing, Archiving, and Analytics

In many environment sensing applications such as hotel room temperature monitoring a building
temperature/humidity monitoring, OMEGA Enterprise Gateway can provide real-time monitoring, alarms,
notifications, archiving, and analytics that are required in these applications.
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Installation

The OEG zip file contains the installer package for the software. Follow these steps to complete the installation
process:

Step 1: Unzip and open the Omega Enterprise Gateway file downloaded from the Omega website.

Note: Included in the installer package are the OEG Application Files, .msi installer file, User's Manual, Release
Notes, License, Copyright Notice, and End User License Agreement.

Step 2: Click the OEGOneClickinstall.msi file and proceed through the setup to launch Omega Enterprise
Gateway for the first time.

Note: A desktop shortcut icon of Omega Enterprise Gateway is created after the installation. This shortcut will
launch OEG after the initial installation.

Step 3: During the Omega Enterprise Gateway Setup process, the user will be prompted to complete the OPC UA
Local Discovery installation wizard.

UA Local Discovery Server 1.04 - InstallShield Wizard

Welcome to the InstallShield Wizard for
OPC UA Local Discovery Server 1.04

The InstallShield(R) Wizard will install OPC UA Local Discovery
Server 1.04 on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back Next >

Figure 1: OPC UA Local Discovery Server Installation

Step 4: Once the installation process is complete, OEG will launch automatically.

OEG User's Guide



3. Logging In
3.1.  First Time Log-In

When logging into Omega Enterprise Gateway for the first time, click Need Help? to be presented with a one-
time Username and Password.

Username: admin

Password: Omega

Users will be prompted to create a new password upon a successful first-fime login. The Username can be
changed by navigating to the System Settings.

If first-time login is not possible, the Omega Enterprise Gateway may need to be power cycled. To power
cycle the OEG software, navigate to the Windows OS Services application on the computer, locate Omega
Enterprise Gateway in the list of items, right-click Omega Enterprise Gateway, click Stop, and then click Start
to complete the power cycle. Users may then attempt first-time login again. This may require Administrator
access to the PC or laptop being used.

3.1.1. Run OEG Software with Windows Administrator Access

On occasion, users may need to run OEG with Windows Administrator credentials to check for software
updates and control aspects of the OEG web server settings for troubleshooting. To run OEG as a
Windows Administrator, right-click the OEG software application icon and select Run as Administrator
from the list that appears.

Open
Open file location
G Run as administrator

Troubleshoot compatibility

Figure 2: Run OEG as Administrator

The OEG software application will launch with administrator access to the OEG controls and software
updates made available.

Check For Update Control OEG

Figure 3: Update and Control OEG

@ Omega Enterprise Gate Setup = O . Omega Enterprise Gateway Setup — [m] X
OEG Web Server Settings  Ingest Sensing Data Settings OEG Web Server Settings Ingest Sensing Data Settings
OEG Web Pot Protocol [UDP - Pott Number (50002 |
8080 | Help
Select Certfficate allows device sending data to OEG. Explicitly adding device is
)nce it is enabled, you
Create Certficate
Apply Changes Stop Reset Admin Password Exit Apply Changes Stop Reset Admin Password Exit
Note: You must be administrator (or run this utility as administrator) to start or stop OEG. Altematively, you can go Note: You must be administrator (or run this utility as administrator) to start or stop OEG. Altematively, you can go
to services control panel to start/stop Omega Enterprise Gateway service to services control panel to start/stop Omega Enterprise Gateway service

Figure 4: OEG Web Server and Ingest Sensing Data Settings
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4. Device Management

Once logged in, users will be directed to the Devices tab of OEG. From this interface, users will be able to
manage the devices connected to OEG.
( Menu Tabs )
State

and Status | el LN S DEVICES @ DASHBOARD SHISTORIAN Ll INSIGHTS # 3rd PARTY DEVICE &£ SYSTEM (%
Monitoring

View
0 ftent 6F
Attention Events Icons

Connected £ GW-XXXX |192.168.1.10_1 &0

Devices Test Gateway

Show 24 Devices Sort By | Device ID

Device

Sensor Test Lab #1 Q-
Readings Probes | 192.168.1.158_1

Test 1 (Test Lab #1) Test 2 (Test Lab #1)
78.08+ 42.30ms

Test 3 (Test Lab #1)

407.74\nWC

= Test Lab #1 - Last reading: 11/10/2022, 4:34:28
2]

Figure 6: OEG Home Interface

Important: Devices connected directly to OEG through a USB, Serial, or TCP connection must be removed from
OEG if they will be used with another application such as SYNC configuration software.
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4.1. Add Device
To add a device, click the icon to the right of the device readings or click the Add Device and fill out the
product details, connection parameters, and reading interval of the device that will be added.
4.1.1. Add Device Example (Omega Platinum Series PID Controller)
When adding a device TQ OEG, Add Device
the user must manually fill out the
parameters of the device to be 1 Specty Product
connected. For this example, the user | - ’
is attempting to connect an Omega Product Family Product Model Name
Platinum Series PID Controller to Controller - Name
a PC running OEG. There are four
categories of information that are 2. Specify Connection Parameters
required: Interface IP Address TCP Port
1. Specify Product — The user will
need to first select the Product
. Device ID ( For Modbus or RS485 Daisy Chain, please ensure |D matches device address)
Family type from the drop-down
of options under Product Family;
in this example, the device is 3 Specity How Often
considered a Controller. The ’
user will then need to select the Reading Interval (seconds)
prOdUCT model from ThQ Product Disconnect After Read(recommended for interval longer than
Model drop-down; in this case, 30 sec)
the model is Platinum. Finally, a
personalized name for the device | advanced
can be OSSIgned in the Name text 4. Specify credential. It is not required for most omega products
box. User Name Password
2. Specify Connection Parameters — Secure Connection
The user will then need to specify
the connection parameters for
the device. The Interface drop- Add
down will allow the user to select
the method in which the device
is being connected to OEG, in F/'gure 6: Add Device - PID Controller
this case, the device is being connected via TCP. Depending on the kind of interface, the options that
follow in this category will change; in this example, the user must also provide the IP address of the
device as it appears when connected to the local-area network of the PC as well as the associated
Port number. Additionally, in this example, a Device ID number will need to be assigned to distinguish
the connected device from other connected devices.
3. Specify How Often — The user will need to specify the Reading Interval which determines how often
data is transmitted from the device to OEG in seconds. In this example, the user has set the Reading
Interval to 20 seconds.
4. Advanced - The last fields allow the user to enter any User Name or Password associated with the
device being connected.
4.2, Delete Device
To delete a device, locate the m icon located next to the Connected Device that will be deleted.
4.3. Rename Device
Clicking the E icon allows users to rename the device.
4.4. Refresh

To refresh the list of devices, click the . icon located near the device search bar.
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4.5.

View Icons

The View icons E offers options regarding how data will be displayed.

4.5.1. Tile View

Provides a standard ftile view of the interface.

4.5.2. Map View

4.6.

4.6.1.

Provides a map view of the connected devices by displaying their location.

Note: Map View is only available on OEG Pro, OEG Business, and OEG Business Pro.

Device Settings

By clicking on the Device Readings, OEG will display live readings, alarms and events, and settings for that
device.

Measurements

OEOMEGA % S DEVICES @ DASHBOARD SHISTORIAN Lil INSIGHTS # 3rd PARTY DEVIC
Test Lab#1 @

Test 1 (Test Lab#1) Test2 (TestLab#1) Test 3 (TestLab#1) Alarms
192.168.1.158_1

Events

22:::::9 . 78.08: 41.90u%rH 407 .74iwc 2 6

y |

Measurements

Real Time Today | This Week | Custom

Test 1 (Test Lab #1) Test 2 (Test Lab #1)

3

Temperature (F)
3

Humidity (%RH)

T7.8 e e e .
11/1016:32:00 11/10 16:33:00 11/1016:34:00 11/1016:35:00 11/10 16:36:00 11/10 16:37:00  11/10 16:38:00

_—_
11/1016:32:00 11/1016:33:00 11/1016:34:00 11/1016:35:00 11/1016:36:00 11/10 16:37:00  11/10 16:38:00

Figure 7: Device Readings and Measurements

The Measurements tab displays live readings for the device. It allows users to change from live readings
to a specified range of time.
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4.6.2. Historic Alarms and Events

CEOMEGA % B DEVICES @ DASHBOARD £ HISTORIAN

4

Alarm & Events

Today This Week Last 24 Hours Last 7 Days

10:05:40  10:06:00 10:06:20 10:06:40  10:07:00 10:07:20 10:07:40 10:08:00 10:08:20 10:08:40 10:09:00 10:09:20 10:09:40  10:10:00
w AM AM AM A AN AM AM A A A A AW

11/10/2022, 10:06:47 AM

11/10/2022, 10:09:07 AM

Temperature 76.1°F is above threshold 76°F

Temperature is back to normal at 75.92°F.

Ll INSIGHTS / 3rd PARTY DEVICE

10:12:20  10:12:40  10:13:00
A A A

Alarm

Disalarm

11/10/2022, 10:12:08 AM Temperature 76.1°F is above threshold 76°F Alarm

Figure 8: Historic Alarms and Events Interface

The Alarms and Events tab displays all alarms and events that were triggered by this device. It includes a
short message describing the nature of the alarm/event.

Note: Historic Alarms and Events are only available on OEG Pro, OEG Business, and OEG Business Pro.

4.6.3. Settings (General, Alarm, and Value Scaling)

OEOMEGA™ % S DEVICES @ DASHBOARD S HISTORIAN [l INSIGHTS # 3rd PARTY DEVICE % SYSTEM (%

y
Settings

General Settings

Device Name Update Interval(s) Delay Alarm (s) Disconnect After Read

Alarm Settings @
Test 1 (Test Lab #1) Test 2 (Test Lab #1) Test 3 (Test Lab #1)

Disabled v Disabled v Disabled v

Value Scaling @

Test 1 (Test Lab #1): Test 2 (Test Lab #1): Test 3 (Test Lab #1):

Figure 9: Device Settings (General, Alarm, and Value Scaling)

The Settings tab allows users to change all settings relevant to how the device interacts with OEG. Users
can customize device name, device location, and all settings relevant to alarm and event thresholds.

Note: Value Scaling is only available on OEG Pro, OEG Business, and OEG Business Pro.
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4.6.4.

Setting a Device Location

OEG allows users to assign a Location to any device connected to OEG. Device locations can be viewed

by switching from the default Tile View to the Map View . in the Devices menu tab. To set a device

location, follow these steps:

Step 1: Click the Device Tile of the device that will have its location changed.

Test Lab #1 (6 I

Probes | 192.168.1.158_1

Test 1 (Test Lab #1) Test 2 (Test Lab #1)

78.08 42.30ux+

Test 3 (Test Lab #1)

407.74inWC

= Test Lab #1 - Last reading: 11/10/2022, 4:34:28
PM

Figure 10: Device Tile as it Appears in the OEG U/

Step 2: Click on the device Settings tab and click the Location - icon. A Set Device Location pop-up

will appear.

Step 3: The user can either drag-and-drop the blue pin to the desired location or click on the Move to
your location button to use the current location associated with the PC. Using the Move to your
location button requires permission to share the location of the PC. Click Ok when finished.

1S Jeag

or

Set Device Location

Click and hold the pin to change location. Use mouse wheel and button to zoom and pan

Sandpointe

San Diego Fwy S

S o S S
L L 4 Tustin % O
< ¥ S e
O Yambore o
9, 9"’4 V‘A
% b, &
/7'04 + Q\a‘\ja E
(5
' Irvine
Irvine Business
Complex Woodbridg
Q\
0‘7

N [

Sa
/70/.8
Qony =
% | 't
® San Joaauin/Marsh mTor

Move to your location Ok Cancel

Figure 11: Set Device Location Pop-Up Window
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Step 4: Navigate to the Map View from the Devices main menu tab and the device will appear at the
updated location.

CEOMEGA % S DEVICES @& DASHBOARD S HISTORIAN Ll INSIGHTS # 3rd PARTY DEVICE & SYSTEM (®

i Qo

A
0 Attention 1 Events

Test Lab #1

Probes | 192.168.1.158_1 Model Firmware
Test Lab #1 Probes 1,000

Test 1 (Test Lab #1)

74.66-

9, ’
ne,

Test 2 (Test Lab #1)

Test Lab #1 43.10uz1

44% >
Sap Q ¢ %o, Test 3 (Test Lab #1)
D’@g U S Healthworks o
2, ' 1016.70neer
oL Ys W, S
e $
Ry &
— Last Seen: 11/15/2022, 11:16:37 AM
>
M <
a Cabs &
READY TO W, S
RESCUE In (D2 &

Figure 12: OEG Map View
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5. Dashboard

Note: Dashboard features are only available on OEG Pro, OEG Business, and OEG Business Pro.

5.1.  Creating a Monitoring Page

OEG offers a fully customizable Dashboard to monitor live device data.

OEOMEGA™ % E DEVICES @ DASHBOARD £ HISTORIAN [l INSIGHTS # 3rd PARTY DEVICE £ SYSTEM (=

+ Test Dashboard

1 01 5.70 mbar

Pressure 42 5 1 %RH

Humidity

=
&

3
:
=

04:50 PM. 04:51 PM.

Test Name Update:Test 2 (Test Name Update):0

Figure 13: OEG Dashboard Interface

Click the ° icon to create a new dashboard. Once users have named their dashboard, they can begin to
add widget displays that will display their transmitted data as a meter, a graph, or as text. A device must be
assigned to the widget so that it will begin to display readings from that device. Any combination of widgets
and devices can be added and customized to create unique dashboards.

Step 1: Create and name the dashboard
Step 2: Choose the preferred widget to display device data.

Step 3: Assign a device to the widget.
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6. Historian

The Historian creates a report of past readings within a range of time and presents them as a graph. Through the

Historian tab, OEG allows users to export their chart data as a .csv file. To view past readings, start by clicking
Select Data Points.

OEOMEGA™ % DEVICES @ DASHBOARD S HISTORIAN Ll INSIGHTS 7 3rd PARTY DEVIC

10/15/2022 2:52:08 PM 11/10/2022 4:56:11 PM

Test Lab #1:Test 1 (Test Lab #1):0 Temperature Test Lab #1:Test 3 (Test Lab #1):0 Pressure

Test Lab #1:Test 2 (Test Lab #1):0 Humidity
MIN: MAX: AVG: STD:

MAX: AVG: MIN:  MAX:

AVG:  STD:
70.34 8222 7711 3.69 1015.50 1018.60 1017.16 1.18

33.10 94.00 47.70 861

Today | ThisWeek Custom Y sl o 11/11/2022 @ Same color for same device

Note: You can hide outliers by clicking on the data point. If you want to export all data to a single file. OEG Data Tool

ab #1:Test 2 (Test Lab #1):0 Test Lab #1:Test 1 (Test Lab #1):0 Test 3 (Te
-15.89 104.32

Temperature (F)

11/1009:20 11/1009:40 11/1010:00 11/1010:20 11/1010:40 11/1011:00 11/1011:20 11/1011:40 11/1012:00 11/1 11/1012:40 11/1013:00 11/1013:20 11/1013:40 11/1014:00 11/1014:20 11/1014:40 11/1015:00 11/1015:20 11/1015:40 11/1016:00 11/1016:20 11/1016:40

Test Lab #1:Test 1 (Test Lab #1):0 -+ Test Lab #1:Test 1 (Test Lab #1):0-Trend

Figure 14: OEG Historian Interface

Note: The Historian is only available on OEG Pro, OEG Business, and OEG Business Pro.

6.1. Select Data Points

The Select Data Points tab allows users to specify what device(s) will be displayed in the historian. The data
will then be displayed in a graph.

6.2. Graph Types

OEG currently offers three standard graph views when displaying data. Of the three, only the - graph
style can predict future values. To utilize the Predict Future Value feature, enter the date and time of the value
that will be predicted and click the Predict Future Values button to display the data.
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7. Insights

The Insights interface provides analytics on the health and activity of the device ecosystem. Analytics include
operation activities, measurement alarms, communication errors, battery history, and signal history.

EOMEGA % RD N Ll INSIGHTS .

Today This Week Last 24 Hours Last 7 Days Custom

Wireless Device Battery History Wireless Device Signal History
COM4_1:3: (01/17 10:13:26,2.581)

1
|

| N +

—_— 0
01/14 00:00:00 01/1500:00:00 01/16 00:00:00 01/17 00:00:00 01/1500:00:00 01/16 00:00:00 01/1700:00:00

COM4_1:4 A COM4_1:3 COM4_1:4 A COM4_1:3

Device Online/Offline Activity

L T e T
01/1316:00:00  01/1322:00:00  01/1404:00:00  01/14 10:00:00  01/1416:00:00 01/1422:00:00  01/1504:00:00  01/1510:00:00  01/1516:00:00 01/1522:00:00 01/1604:00:00  01/1610:00:00  01/16 16:00:00  01/16 22:00:00

COM4_1 A COM4_1:4 A COM4_1:3

Figure 15: OEG Insights Interface

Note: The Insights interface is available on all versions of OEG.
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8. Third-Party Devices

Omega Enterprise Gateway allows for 3rd Party Device integration through MODBUS or ASCII. To add a 3rd party
device, follow these steps:

EOMEGA & S DEVICES @ DASHBOARD S HISTORIAN [l INSIGHTS # 3rd PARTY DEVICE & SYSTEM (@

User Registered Devices @ Default Registers

Modbus Channel 1 Process

Channel 2 Process

Channel 3 Process

Figure 16: Third-Party Device Interface
Step 1: Click the icon under User Registered Devices and register the device.

Step 2: Click the icon under Default Registers to create and define registers for the device.

To delete a 3rd party device or register from OEG, click the device or register to highlight it, and click the -

icon under User Registered Devices to delete a device or click the - icon under Default Registers to delete a
register.

Note: Third-Party Device integration is only available on OEG Business Pro.
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9. System Settings

The System Settings for OEG allow users to customize their profile, the units displayed, other users who can

access and view the Dashboard, data update rate, license status, and firmware management.

9.1. Profile

(EOMEGA™ % EDEVICES @ DASHBOARD S HISTORIAN Ll INSIGHTS # 3rd PARTY DEVICE #§SYSTEM (%

Profile

Set Notification Email

Multiple email addresses should be seperated by ";"

admin

Notification

¥ Measurement Alarm @ Device Event/Alarm

Change Password

Old Password

New Password (at least 8 characters including lower, upper case, special
characters)

Figure 17: OEG System Profile Settings

From the Profile tab, users can create a list of email addresses that will receive notifications when alarms or

events are triggered and change their password.

9.1.1. Change Email Server

Users can change the default email server to their preferred service by clicking Change Email Server.

Important: Administrator access is required. OEG must be run as an administrator when using an
alternative email server. It is recommended that users seek troubleshooting solutions for email notifications

from the alternative email service provider being used.

Use OMEGA Email Service

Server Name or IP

Port Login Password

Secure connection

Cancel

Ok

Figure 18: Change Email Server Configuration

18 OEG User's Guide




9.2. Units

£ DEVICES & DASHBOARD £ HISTORIAN [l INSIGHTS

&
Units

Set Display Units

AverageSize
cm
Digitallnput
DIN
Humidity
%RH
PH
pH
Temperature
F

Volume

L

Concentration
ug/m3

DutyCycle

%

Inclination
degree
Pressure

mbar

Time
s
Weight

kg

Counter
CNT

Flow
L/min

Length

1]

Process

x

Unknown

Unknown

Current

mA

Frequency

Hz

Ix
PulseDelay
ms

UpDownCounter

CNT

Magnetometer
ETES
PulseWidth

ms

Velocity

m/s

Figure 19: OEG System Units Settings

DewPoint
C
HeatFlux
W/m2
Output
%
Resistance
ohm
Voltage

mv

The Units tab allows users to change the units of measurement that are displayed on OEG.

Note: Changing the units of measurement only affects the readings displayed on Omega Enterprise Gateway.

Smart Sensors interpret data in Sl.

System Settings
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9.3. Users

O=OMEGA™ % S DEVICES @ DASHBOARD S HISTORIAN [l INSIGHTS /# 3rd PARTY DEVICE %€ SYSTEM (®

Add User

User Email Existing Users

Can Change

Note: Can Change option allows user to update settings for assigned devices. Can View option
only allows user to view assigned Devices.

Assign Devices

Available Devices Assigned Devices

192.168.1.10_1

Figure 20: OEG System Users Settings

In the Users tab, access to the OEG account can be managed by typing the email address of the users who
will have access to either change, or view, the readings of the devices connected to the account. Users who
are added here will only have access to devices that have been added in the Assigned Devices section.
Additionally, they can restrict access to View Only or Can Change.

Note: Multi-Level Access is only available on OEG Business Pro. Additional user access is only possible when
the admin OEG account is still actively running. If the admin OEG account is not actively running, additional
users may not have access to the account.

9.3.1. Add a User

To add a user, type the email address in the User Email
textbox, then determine whether the user should have
access fo change or only view the assigned devices. Click

the . icon to send an invitation link to the provided

email address. The email will come with a URL associated
with the OEG account along with a one-time, temporary )
password. Once the new user has logged in for the first case, special characters
time, they will be prompted to enter a new password and
will be able to access the same data as the admin of the New Password
OEG account.

Please change your password, the password must

have at least 8 characters including lower, upper

9.3.2. Remove a User

To remove a user, simply highlight the email address of the Confirm Password

user and click the . icon.

Figure 21: OEG Adding a User - New Password
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9.4. Data & Alarm

L£EOMEGA™ % S DEVICES @& DASHBOARD S HISTORIAN [l INSIGHTS # 3rd PARTY DEVICE #§ SYSTEM (%

&

Data & Alarm

Data Update Settings

Data display refresh rate in seconds windows duration for real-time data in minutes Default alarm/event period

5 10 Today v

Alarm Schedules - If no schedule set, the alarm will be enabled all the time.

Day: Monday Start:  08:15 PM End: 10:17 PM

Monday

Figure 22: OEG System Data and Alarm Settings

The Data & Alarm Tab allows users to configure the frequency at which data is updated within the OEG
interface.

9.5. License

OEOMEGA™ % S DEVICES @ DASHBOARD S HISTORIAN [l INSIGHTS # 3rd PARTY DEVICE #§ SYSTEM (=

License

Current License: Business Pro, Thank you for choosing OEG

Activate License

| have Activation Code

or Get Yours

Want to Access Your Data from Cloud?

Figure 23: OEG System License Settings

The License tab displays information regarding the user’s current OEG license. From this section, an activation
code can be entered to activate a license. Users may also subscribe to Omega Link Cloud from this section
to have access to their data anywhere.
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Remote Access

Note: Remote Access is available on all versions of OEG.

OEG allows users to access their data from any device connected to the same local network with web browser
access. To access data remotely, click on the automatically generated URL at the bottom of the OEG interface.
The URL will begin with HTTP:// and will be based on the local network settings. By navigating to the URL on a

separate device that is connected to the same local network, data can be access remotely.

Note: Only devices with web browsers on the same network as the one hosting the OEG data will be able to
access the data remotely. OEG data cannot be accessed if the web browser is on a different network.

Alternatively, parameters for Remote Access can be accessed by closing the OEG software application, right-
clicking the desktop shortcut for OEG, and clicking Run as Administrator. Two parameters can be set for web
server access at the bottom of the screen:

1. The web server port number. The default HTTP port for OMEGA Enterprise Gateway is 8080. Users can change

it fo any port.

2. The option to turn on/off the HTTPS connection.

Note: A server has multiple usages, therefore the default HTTP port 8080 might be occupied. If the PC running
OEG has a conflicting web port 8080, the user will need to change the web port will need to be changed to a
different, non-conflicting web port (i.e. 8081). This can be done by running OEG as an Administrator (as shown in
Section 3.1.1. of this manual), clicking the Stop service button, changing the web port number to a compatible
value other than 8080 (i.e. 8081), clicking the Apply Changes button, and finally clicking the Start service button to

finalize the changes.

C@} Omega Enterprise Gateway Setup - O

OEG Web Server Settings ngest Sensing Data Settings

OEG Web Port

Enable HTTPS Connection Use Existing Cert

HTTPS option requires server certificate. Once it is enabled, you =
must use https:// to access the Web Ul Create Certificate
Apply Changes Stop Exit

Note: You must be administrator (or run this utility as administrator) to start or stop OEG. Atematively, you can go
to services control panel to start/stop Omega Enterprise Gateway service

Figure 24: OEG Remote Access Sefup

If users want to use a secure connection for web browsing or calling APIs, they can turn on the HTTPS connection
by selecting the checkbox Enable HTTPS Connection. To secure the connection, a certificate must be provided.
The default self-signed certificate can be used by clicking Create Certificate or users can select an existing
certificate. When users select an existing certificate, ensure that the certificate can be used for remote machine
authentication. Users who will create a certificate on their own must be aware that they will need to use the
correct IP Address to access the Gateway web page.

Note: If the utility detects a user-created certificate on a local machine, the Create Certificate button will be
grayed out to prevent duplicated creation.
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11. Connecting to Omega Link Cloud

Note: The following section will outline how to connect Omega Enterprise Gateway to Omega Link Cloud. An
active, registered Omega Link Cloud account is necessary fo connect the two accounts. Although OEG does not
require Internet connection to operate, if the account is added to the Omega Link Cloud as a gateway, an Internet
connection will be required.

To connect an OEG account to an Omega Link Cloud account, follow these steps:

Step 1: Click the m icon at the top right of the OEG interface.

Step 2: Take note of the unique ID and the Secure Code for Cloud Registration that appears in the pop-up.

Omega Enterprise Gateway

Version ID

2.0.0 XXXXXXXXXXXXX
Secure Code for Cloud Registration
XXXXXXXXXXXXX

License Trial Remaining

Basic 16 days

Note: You can upgrade your license via system page

Cancel

Figure 25: OEG Unique ID and Secure Code for Cloud Registration

Step 3: Open a web browser and navigate to cloud.omega.com.

Step 4: Sign in to the Omega Link Cloud account.

Note: Users who don't have an account can create one by clicking Sign Up.

Step 5: After signing in, click Add Gateway.

Add Gateway

+

Figure 26: Omega Link Cloud Add Gateway Button
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Step 6: Enter the ID and Secure Code for Cloud Registration that from the OEG account (Gateway) and assign a

name to the new Gateway.

Register Gateway

Gateway ID

Secure Code

Gateway Name

Default name is gateway id

Cancel H Register ‘

Figure 27: Omega Link Cloud Gateway Registration

Important: Once users have registered their OEG ID to their Omega Link Cloud account, they must power cycle
the OEG software. To power cycle the OEG Software, navigate to the Windows OS Services application on the
computer, locate Omega Enterprise Gateway in the list of items, right-click Omega Enterprise Gateway, and click

Restart.

4 Services
File Action View Help

% mHDcs Bm

Stop the service

Description:

bEaun

Restart the service

OMEGA Enterprise Gateway for Data
Acquisition and Integration

&), Network Connections

&), Network Connectivity Assist..
€, Network List Service

Q, Network Location Awareness
&), Network Setup Service

&) Network Store Interface Serv_.
&), Offline Files

), OPC UA Local Discovery Serv..
Q Op<Enum

&), OpenSSH Authentication Ag_
&), Optimize drives

&), Parental Controls

&), Payments and NFC/SE Mana..
(&), Peer Name Resolution Proto..
&), Peer Networking Grouping
&) Peer Networking Identity M.
&), Performance Counter DL H_
&), Performance Logs & Alerts
&), Phone Service

&, Plug and Play

<

Description
Manages ob..
Provides Dir..

Identifies th..

Collects and .
The Network..
This service -
The Offline

The Local Di..

Agent to hol
Helps the co_
Enforces par_.
Manages pa..
Enables serv..
Enables mul.
Provides ide.
Enables rem._
Performance...

Manages th..
Enables a co.

o soven oo | [

OMEGA Enterprise Gateway Service Name

Status

Running
Running

Running

Running

Running

Running

Startup Type Lot
Manual Lox
Manual (Tngg.. Lox
Manual Lo
Automatic Ne
Manual (Tigg-  Loc
Automatic Lo
Manual (Tngg.-. Lo
Automatic
Manual
Disabled
Manual
Manual
Manual (Trigg..
Manual
Manual
Manual
Manual
Manual
Manual (Trigg.-
Manual

*RRRRRRRRERRREFE

Extended / Standard/

Figure 28: Windows OS Services Menu

Once these steps are complete, the user will have successfully connected their Omega Enterprise Gateway to

Omega Link Cloud.
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11.1. Limitations

When an OEG account is added to the Omega Link Cloud, some devices connected to OEG may not be

displayed properly on the Omega Link Cloud user interface. Omega Engineering is constantly working on
bringing its extensive catalogue of devices to the Omega Link Cloud.
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12. Adding an Omega Link Gateway to OEG (Enterprise Mode)

Omega Enterprise Gateway software (OEG) supports Omega Link GW-001 models in local-area network
environments with the addition of the Enterprise Mode feature in Omega Link GW-001 models with firmware
version 1.10 or higher. The Enterprise Mode feature provides a local-area solution to sensing and data logging by
bringing the advanced sensing suite of Omega Link Smart devices to the following paid tiers of OEG:

e Omega Enterprise Gateway Pro
e Omega Enterprise Gateway Business
¢ Omega Enterprise Gateway Business Pro

12.1. Configuring Sensing Devices after Pairing with OEG

If a sensing device paired wirelessly or wired directly to the Omega Link Gateway has been configured or
modified after the Omega Link Gateway has been added to OEG, the user must reboot the Omega Link
Gateway, then Stop and Start OEG software by running the software as a Windows Administrator (See
section 3.1.1. Running OEG with Windows Administrator Access) to sync with the configuration made to the
connected device.

12.2. What is Needed?

The following materials are required to download OEG, upgrade the GW-001 firmware, and to add the
Gateway to OEG.

¢ A Windows 7, 8, 9, 10, or 11 OS PC to purchase, download, and run OEG. The PC will also be used

check for the latest GW-001 firmware and will provide access to the internal Gateway Ul to upgrade the
firmware and enable Enterprise Mode.

e A DHCP-enabled router with Internet access and an open RJ45 Ethernet port to upgrade the firmware of
the GW-001 for first time setup; also needed if the GW-001 firmware version is outdated.

¢ One RJ45 Ethernet cable fo connect the Gateway to the DHCP-enabled router and to connect to the
local area network PC or router after the Enterprise Mode process is complete.

¢ An assembled GW-001 device

Important: If the OEG License being used has not been activated, an internet connection will be needed for a
one-time license activation before proceeding. Adding an Omega Link Gateway as a Device to OEG is only
available on non-trial licenses of OEG.

12.3. Download a Qualifying OEG license Tier

A qualifying OEG license tier can be purchased and downloaded from the OMEGA Engineering website at the
following URL:

https://www.omega.com/en-us/oeg

Note: Omega Link compatibility is only available for OEG Pro, OEG Business, and OEG Business Pro license
fiers.

Once a qualifying license tier has been purchased and downloaded on a Windows PC, users may proceed
by installing the software on the PC that will run OEG. Exit the software once the download process is
complete.
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12.4. Navigate to the GW-001 User Interface

A successful connection between a GW-001 and OEG requires the GW-001 to run on firmware version 1.10 or
higher. Users can check for the latest firmware by navigating to the GW-001 User Interface (Ul) on a PC with
a web browser.

Figure 29: GW-001 First-Time Ul Access Setup

To access the GW-001 Ul for the first time, use an RJ45 Ethernet Cable to plug the GW-001 device to a
DHCP-enabled router with Internet access and follow the steps below:

Step 1: Using a Windows PC on the same network as the connected GW-001, type the following URL:
http://omegaiotgatewayXXXX.local

(XXXX should be replaced with the last 4 digits of the GW-001 MAC address printed on the label
located on the underside of the GW-001 device).

n‘= OMEGA'“ P/N: GW-001-3-NA.

S/N: F20000000

GID: fDabc1abc
RID: ABCDEFG
PASSWORD: GFEDCBA
(MAC: 012345689ABC )

IC ID:8205A-MOD16370915. RC 12V/IDC 1.5A
Contains FCC ID:WR3MOD16370915. MADE IN TAIWAN

Figure 30: GW-001 Underside Label with MAC Address

Step 2: From the GW-001 Ul login screen, enter the password for the GW-001 (if this is a first-fime login, enter
the password located on the underside label of the GW-001 device.) When entered successfully, the
user will be granted access to the GW-001 UL.

Important: If the user is unable to access the GW-001 Ul using the DHCP-enabled router method, the Bonjour
service may need to be installed on the PC. The service can be downloaded from the following URL:

https://omegaupdates.azurewebsites.net/software/bonjour
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Download and Install the Latest GW-001 Firmware
From the main page of the GW-001 Ul, click the Settings tab then click the System tab.

CONNECTED DEVICES  SETTINGS ~

Radio
Network

Search. Security

Log

Figure 31: GW-001 Ul Systems Settings Tab

When presented with the System Settings menu, users may click the Check Online button to check for the
latest GW-001 firmware version available.

¢g System Settings

Firmware

Current Firmware Version:100.0.75, Release Date:15, Oct, 2021

Upload Firmware:  Choose a file... n Upload
Check Online

System

Figure 32: GW-001 Ul System Sefttings Menu

The user may then download the latest version and upload it to the GW-001 device by clicking the Upload
Firmware search bar and selecting the firmware file from the File Explorer. A red LED will appear on the GW-
001 indicating the upgrade is in progress.

Once the update process is complete, the LED on the GW-001 will blink green. The GW-001 will reboot and
the user will need to log back into the GW-001 Ul. The new firmware version will appear on the main page of
the GW-001 Ul once logged back in.
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12.6. Enable Enterprise Mode

When the GW-001 has been upgraded to the latest firmware version, Enterprise Mode will be made available
in the Security Settings. Click the Settings tab in the upper right corner of the screen and clicking Security
from the dropdown.

CONNECTED DEVICES ~ SETTINGS ~

Radio

Network
Search .

System

Log

Figure 33: GW-001 Ul Security Settings Tab

From the Security Settings menu, users will be able to disable the cloud registration requirement thus enabling
Enterprise Mode. Click the Turn Off Cloud Registration checkbox to disable the feature and to set the GW-
001 to Enterprise Mode. Click the Update button to save the change. The GW-001 LED will repeatedly blink
amber/orange to indicate the device is in Enterprise Mode.

a Security Settings

Change Admin Password

Existing Password:
New Password:

Confirm Password:

Use Secure Web: O on @ off

Gurn off Cloud Regjistration: )

Figure 34: GW-001 Ul Security Settings Menu
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12.7. Add the GW-001 to OEG as a Device

If the GW-001 will be moved and connected to a local area network, it should be moved at this point and
connected directly to a DHCP-enabled, local-area network router or directly to the local-area network
Windows PC that has OEG installed. Both methods require a connection via RJ45 Ethernet cable.

Local-Area Network DHCP Router Setup

Figure 35: Local-Area Network DHCP Router Setup Overview

Local-Area Network Direct-to-PC Setup

Figure 36: Local-Area Network Direct-to-PC Setup Overview
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Once the GW-001 has been connected to a local-area network router or local-area network PC, launch OEG
and log in to the OEG account. Follow the steps below to add a GW-001 to OEG as a device:

Need Help?

Figure 37: OEG Login Page

Step 1: After logging in to the OEG account, from the homepage, click the icon or the Add Devices
button. Then select GW-001-Series Gateway from the Product Family dropdown and GW-XXX-X from
the Product Model dropdown.

1. Specify Product

Product Family Product Model Name

GW-001-Series Gateway v Name

Figure 38: OEG Interface Add Device Menu - Omega Link GW-XXX-X

Step 2: Input the IP Address of the connected GW-001 as it appears in the local-area network.

2. Specify Connection Parameters
Interface IP Address TCP Port

192.168.1.200

Device ID ( For Modbus or RS485 Daisy Chain, please ensure ID matches device address)

Figure 39: OEG Interface Add Device Menu - Connection Parameters

Important: If the GW-001 unit has been disconnected and moved to a separate DHCP-enabled local-area
network router or PC, the user must log back into the gateway internal Ul to identify the new IP Address that
the device has been assigned under new the local-area network.
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Step 3: Click Advanced to reveal the text field for Username and Password. The Username will automatically

populate to “admin”. Input the password required to access the gateway internal Ul in the Password
text box.

Advanced

4. Specify credential. It is not required for most omega products.

User Name Password

admin| Secure Connection

Add Cancel

Figure 40: OEG Interface Add Device Menu - Gateway Username and Password Input

Step 4: Click Add to finalize your configuration.

All devices connected to the GW-001 will appear, including those that are offline. The readings from offline
units will display as NaN.

Note: The maximum reading interval is 120 seconds for Omega Link Gateway. After switching to Enterprise
Mode from Cloud Mode, the Omega Link Gateway device should be manually powered off and on again.
Omega Enterprise Gateway should also be restarted from the Windows OS Services application. In the future,

if users will be using the Omega Link Cloud service, they must navigate to the Gateway web Ul again o
uncheck the Turn off Cloud Registration box.
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13. Adding an iServer 2 to Omega Enterprise Gateway (OEG)

iServer 2 devices can be added to Omega Enterprise Gateway (OEG) in a non-Internet environment by adding the
iServer 2 to OEG as a device. There are two methods to connect the iServer 2 to OEG:

13.1.

The first method requires the iServer 2 to be set to the default DHCP network setting and requires access to
a DHCP-enabled router with an open port and an RJ45 Ethernet cable.

The second method requires Administrator access to the Windows OS PC running OEG and requires the
iServer 2 to be set to the Static IP network setting and the iServer 2 unit to be plugged in directly to the
Windows PC.

Method 1: DHCP Router Method

To add an iServer 2 to OEG using the DHCP router method, begin by ensuring the iServer 2 is set fo the
default DHCP network settings and follow the steps below.

Step 1: Connect the iServer 2 unit to a DHCP-enabled router using an RJ45 Ethernet cable.

Step 2: Ensure the Windows PC that will run OEG is on the same network as the connected iServer 2.
Step 3: Launch and log in to your OEG account.

Step 4: Click the icon or Add Devices. Then select iServer 2 from the Product Family dropdown and

click TC or Probe from the Product Model dropdown, depending on the model of iServer 2 being
connected.

1. Specify Product

Product Family Product Model Name

Name

Figure 41: OEG Add Devices Menu - iServer 2 Model

Step 5: Input the IP Address of the connected iServer 2 as it appears in your local-area network.

2. Specify Connection Parameters

Interface IP Address TCP Port

Device ID ( For Modbus or RS485 Daisy Chain, please ensure ID matches device address)

Figure 42: OEG Add Devices Menu - Connection Parameters

Important: If the DHCP-enabled iServer 2 unit has been disconnected and moved to a separate DHCP
enabled, local-area network router or PC, the user must identify the new IP Address that the unit has been
assigned under the local-area network. For models with a display, the new IP Address will appear on the unit
display. For models without a display, users can access the iServer 2 web Ul to check the new IP Address.

Step 6: Click Add to finalize your configuration.

All sensing devices connected to the iServer 2 will appear on OEG after the pairing is successful. The
readings from offline units will display NaN. For more information on how to navigate OEG, refer to the OEG
Software User's Manual.
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Method 2: Static IP (Direct to PC) Method

To add an iServer 2 to OEG using the Static IP (direct to PC) method, begin by ensuring the iServer 2 is set to
the Static IP network settings and confirm the Static IP address is setf to the preferred address. The Windows
PC network settings will need to be configured to properly pair the iServer 2 and OEG. Follow the steps

below:

Important: Administrator access to the Windows PC is required to configure the Network setftings of the PC.

Step 1: Navigate to the iServer 2 web Ul and assign a Static IP address to the iServer 2 unit. Then exit the

web Ul.

Step 2: Connect the iServer 2 unit directly to the Windows PC with OEG using an RJ45 Ethernet cable.

Step 3: Navigate to the Windows Control Panel and click Network and Sharing Center.

KA Network and Sharing
Center

Figure 43: Windows Network and
Sharing Center

Step 4: Click the Unidentified Network Connection.

Unidentified network
Public network

Access type: No network access
Connections: « Ethernet 3

Figure 44: Network and Sharing Center - Unidentified Network

Step 5: Click Properties.

Connection

Activity

U Ethernet 3 Status

General

IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:

Speed:

No network access
No network access
Enabled

00:00:49

425.9 Mbps

Packets:

@Disable Diagnose

—
Sent — L\! ——  Received
=

24 | 0

Figure 45:

Unidentified Network Status

OEG User's Guide



Step 6: Click Internet Protocol Version 4 (TCP/IPv4) to highlight the selection and then click Properties.

U Ethernet 3 Properties X
Networking  Sharing
Connect using:
3P Remote NDIS Compatible Device

This connection uses the following items:

&3 Client for Microsoft Networks PN
8P File and Printer Sharing for Microsoft Networks

¥ B3QoS Packet Scheduler

e PrtoclVerson  TCP/Pv) |

[J 4 Microsoft Network Adapter Multiplexor Protocol

. Microsoft LLDP Protocol Driver

M 4 Intemet Protocol Version 6 (TCP/IPv6) v
< >

Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

Figure 46: Unidentified Network Properties

Step 7: Click Use the following IP address and enter an IP address that uses the same network part (the first

nine digits of the IP address) but with a unique host part (the last three digits of the IP address) as the
static IP Address assigned to the iServer 2 in Step 1.

For example, if the Static IP assigned to the iServer 2 is: 192.168.3.200, then the IP address entered in
the text box should be: 192.168.3.XXX (the XXX should be any value that is NOT 200)

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(® Use the following IP address:

IP address: | 192.168. 3 .240 |
Subnet mask: | 255.255.255. 0 |
Default gateway: l . . . ]

Figure 47: TCP/IPv4 and Subnet Mask Propertieis for Micro-USB
2.0 Connection

Step 8: Click OK to finalize

Step 9: Launch and log in to your OEG account.
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Step 10: Click the icon or Add Devices. Then select iServer 2 from the Product Family dropdown and
click TC or Probe from the Product Model dropdown, depending on the model of iServer 2 being
connected.

1. Specify Product

Product Family Product Model Name

Name

Figure 48: OEG Add Devices Menu - iServer 2 Model

Step 11: Input the static IP Address of the connected iServer 2.

2. Specify Connection Parameters
Interface IP Address TCP Port

192.168.3.200)

Device ID ( For Modbus or RS485 Daisy Chain, please ensure ID matches device address)

Figure 49: OEG Add Devices Menu - Connection Parameters
Step 12: Click Add to finalize your configuration.

All sensing devices connected to the iServer 2 will appear on OEG after the pairing is successful. The
readings from offline units will display NaN.

Configuring Sensing Devices after Pairing with OEG

If the device name, sensor name, meta data, or sensor units of the iServer 2 are modified or configured after
the device has been paired to OEG, it may take up to 5 minutes for the changes to be reflected correctly in
the OEG user interface. It is highly recommended that users reboot OEG or delete and re-add the iServer 2
device to OEG if the user has made changes to the iServer 2 sensor units after the device has been paired fo
OEG to ensure the collected sensor data remains consistent.
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14. Integrating to Another Enterprise Software

Note: OPC UA/DA integration is only available on OEG Business and OEG Business Pro.

Omega Enterprise Gateway provides two ways fo integrate sensing data into other enterprise applications.

1. OPC UA Server (requires license)

2. OPC DA Server (requires license)

14.1. OPC UA Server

Omega Enterprise Gateway comes with an embedded OPC UA server. This OPC UA server allows the OPC
UA compliant enterprise application to connect to OEG and retrieve sensing data. Once OEG is running, the
OPC UA server will also run and become exposed through the following URL:

opc.tcp://hostname:51210/OMEGA/OPCServer

Note: The hostname will either be the DNS name or IP Address of the machine that the Gateway is installed
on.

For example, using OPC UA Foundation’s sample client tool, users may browse supported protocols in the
server configuration dialog and select one to connect to. Click OK and use an anonymous login.

%ﬁgumtion - @M

e - Protocol (opc tep fussattxsu:51210) v
i ks s31212]-None - None - Beary SecutyMode [None 7]
https [ussaltxsu:51212] - None - None - Xml Securty Polcy [None v]

Message Encodng [ Binary v

Application Name Omega OPC Server

Application Type Server

Application URI umiocalhost:Omega:OPCServer

Product URI http://www.omega.com/

Transport Profile URI  http://opcfoundation.org/UA-Profile/ Transport /uatcp-uasc-uat

Gateway Server URI

Discovery Profile URI

User Security Policies  Anonymous
SecurityLevel 0

Figure 50: OPC UA Server Configuration
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#¥K Open Session

Session Name MySession 1
Authentication Mode Anonymous
User Name
Password

Figure 61: OPC UA Server Session Login

Once signed in, users can browse the measurements in the tree structure.

File Task Discovery Help

Y - * OPC UA Technology Sample
. M."’"’ - e www .opcfoundation.org
e 20”4 UA Sample Client

FOUNDATION
Unified Architecture demonstration app

=3 108.178.128.201_0
[#}-~3 Family
-~ Mode!
-+ Fimware
-+ Hardware

[eER=1 108.178.128.201_0.Temperature
1

(-~ Name

-~ Value

E-3 Unt

-+ 108.178.128.201_0.Humidity
@#-~3 108.178.128.201_0.Pressure
-~ 108.178.128.201_0.DewPoint
-~ 108.178.128.206_0

@3-+ 108.178.128.197_0

-~ 192.168.1.200_0

Create a subscription to see notifications

opc.tep://localhost:51210/Omega/OPCServer (None) UABinary Server Status: Running 2017-02-21 11:38:33 0/0

Figure 62: OPC UA Sample Client Tree Structure

Each measurement is presented as a tree node and has three attributes: Name, Value, and Unit. To display
the most current readings, right-click the measurement node and click Browse in the pop-up menu.
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¥K Browse Address Space Lil_g

(108.178.128.201_0 Temperature v
ReferenceType Node Type Value
ComponentOf 108.178.128.201_0 SensingEndDeviceType
HasProperty Name Property Type Temperature
HasProperty Unit Property Type Celsius
HasProperty Value Property Type 20.7
Has Type Definition SensingValueType  BaseObject Type
OrganizedBy 108.178.128.201_0 SensingEndDeviceType

Figure 63: OPC UA Server Address Space Browser

Different OPC client applications, such as Enterprise application, have a different Ul to access the OPC server.
Please refer to the user manual of the software you are using.

14.2. OPC DA Server

Omega Enterprise Gateway exposes the OPC DA 2.0 and 3.0 compatible server that allows the OPC DA client
to connect. Below is an example of using Matrikon’s free OPC DA Explorer to test the OPC Server. You can
download the OPC Explorer from their website.

Once the software is started, you can navigate to OMEGA Enterprise Gateway DA OPC Server and click the
Connect button to connect to the OPC server.
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Flle Server Group Item View Help
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OmegaEnterpriseGateway.DAOPCServer [
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&% L.H. Controls - Sample OPC Server onnection Suppor terfaces

T el o o /y,g/‘ ey

O MySampleOpcServerUforte, HDAOPCServer

" OPC Security
National Instruments.LookoutOPCServer. 1 | Disconnect Add Tags Add Alarms
g el SR c,nﬁw.,.,, Optins ® OPC SECURITY CHECK

G NewportOPC.iSeries

G OmegaEnterpriseGateway. AEOPCServer . Caution: Potential Security Risk Detected.
ISR 4 OmegaEnterpriseGateway.DAOPCServer

(L] {088DCES7-2791-46C0-B4D8-A724AEE3SI Explanation: This OPC Server does not support

E OmegaEnterpriseGateway. HDAOPCServer OPC Server OPC Security Licenxing the OPC Security Spedification.
O UForte ufOPCAESrvCust Server Status
O UForte.ufOPCDASrvCust Solution: If security is a concern then
T UForte.ufOPCHDASrvCust Server: OmegaEnterpriseGateway.DAOPCServer protect your existing OPC Server with the
4@ Network Neighborhood MatrikonOPC Security Gateway.
Other Network Computers Connected: Yes
State: Running
Groups: 1
Total Items: 0

Current Local Time: 04/03/2017 3:43:29.984PM
Update Local Time: n/a

y = ‘ n Bandwidth Usage: 0
Server Info Group Info
er: OmegaEnterpriseGateway. DAOPCServer MatrikonOPC
= Global 24/7 Support
onnected:_\’es *Vendor Neutral Tr
tate: Running = Superior Client Care
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‘otal Items: 0

urrent Local Time: 04/03/2017 3:43:29.984PM o
Update Local Time: n/a -
Bandwidth Usage: 0 MatrikonOPC

]

Figure 54: Matrikon OPC DA Explorer

Once the server is connected, you can browse the items from the available items list box. ltems are
automatically populated once you have added a device to the Omega Enterprise Gateway.

é MatrikonOPC Explorer ({(08BDCES7-2791-46C0-B4D8-A724AEE35F72)) m
File Edit View Browse

¥ EH X8 Rk o1

Tag Entry I Tags to be added:

TAS)  prem : [152_168_1_200_0.110.0 3'
DataType: |Empty/Default 'I [V Create Active
Access Path: I %I

Filter: | Data Type Filter: Iamtypefault vI

[V Write Access |V ReadAccess | Branches [ Items

Available Items in Server 'OmegaEnterpriseGateway.DAOPCServer':

= 192_168_1_200_0 -
&1

-2 110

& 111

3112

=3 113

£ 12 ¥

@& _Avaiable Tags |

w={]

L -

N

Figure 65: Matrikon OPC DA Explorer Available Items List
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15.

Exporting Data with the OEG Data Tool
The Omega Enterprise Gateway (OEG) Data Tool allows users to backup, restore, clean, and export OEG data.
The OEG Data Tool can be utilized to accomplish the following tasks:

¢ Backup Data - The Backup Data function provides an efficient way to back up critical OEG user data
collections. This feature is a critical step when migrating OEG from one computer to another computer.

¢ Restore Data — The Restore Data function allows users to restore all previously backed up OEG data
collections. When coupled with the Backup Data function, users can migrate OEG from one computer fo
another.

e Clean Data - The Clean Data function provides users with a tool to clean abnormal data by removing
collections that have 0 data points due to misconfiguration. Some devices may occasionally read
abnormal data due to environmental electromagnetic interference or other factors.

e Export Data — The Export Data function exports each sensor channel into a single .csv file. Users can
utilize the OEG Data Tool to combine all selected measurements into a single .csv file.

Note: Omega Engineering is not responsible for data lost due to user error. The Data Tool is only available for
users with Pro, Business, or Business Pro OEG license tiers.
15.1. Launching the OEG Data Tool

After downloading and installing OEG, navigate to the Windows OS search bar and type OEG Data Tool to

find and open the OEG Data Tool application.

Important: When connecting to the OEG Database,

users must enter the OEG URL and the Admin Password.

The OEG URL is the same URL used to access the user's OEG web Ul. The Admin Password is same as the

OEG admin password.

Best match

OEG Data Tool

§  OEG DataTool
App

Documents - This PC

6% OFG Data Tool Manual.docx >

Search the web

P oegda . > S Open
Run a3 admenistrator

vv Open file location

£ pin to Start

&3 pin 10 taskbar

§ Uninstall

L oeg da

Connect to OEG

Progress

Faded to connect to OEG database.

! Connect to OEG Database - o X

OEG URL

httpy//locaihost 8080

Admin Password

Connect Bt

Figure 66: Launching the OEG Data Tool

Exporting Data with the OEG Data Tool
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15.2.

15.3.

Backup Data

Upon successful login, all function buttons are enabled. To begin the Backup Data process, follow these

instructions:
Step 1:
Step 2:

Click on the Backup Data button.

Select a backup folder and specify time range, click Ok to start the backup process.

e

T I R e

Progress
Connected to OEG database.

1 Data Backup Options

Please select backup folder
CAtemp\New folder
O Al © Select Time Range

Start End

Thursday, June 18, 2020 9:3300 AM [ | | Thursaay, June 25, 2020 93300 A ] 7]

[ o [ coms

B! OEG Data Tool - This tool is

a8 i without y. OMEGA is not re

Clean Data

Progress

Backup 192168.1.211_ 0_lemperature_U_Messurements is done.
Backup 192.168.1.211_0_DewPoint_0_Measurements.

Backup 192.168.1.211_0_DewPoint_0_Measurements is done.
Backup 192.168.1.213_1_56_1_Measurements.

Backup 192.168.1.213_1_56_1_Measurements is done.
Backup 192.168.1.213_1_15_0_Measurements.

Backup 192.168.1.213_1_15_0_Measurements is done.
Backup 192.168.1.213_1_2_1_Measurements,

Backup 192.168.1.213_1_2_1_Measurements is done.

Backup 192.168.1.213_1.2 2 Measurements.

Backup 192.168.1.213_1_2_2 Measurements is done.

Backup 192.168.1.212_0_Temperature1_0_Measurements.
Backup 192.168.1.212_0_Temperature1_0_Measurements is done.
Backup DeviceAlarms.

Backup DeviceAlarms is done.

Backup COM3_1_Channeld_0_Measurements.

Backup COM3_1_Channeld_0_Measurements is done.

Backup DeviceProperties.

Backup DeviceProperties is done.

Backup DeviceAhas.

Backup DeviceAlas is done.

Backup 192.168.1.212_0_Humidity1_0_Measurements.
Backup 192.168.1.212_0_Humidity1_0_Measurements is done.

for data lose caused by human..

Bxport CSV

Figure 67: Data Backup Options Interface

The backup progress will be displayed in the Data Tool textbox.

Restore Data

To restore data from previously backed up data, click on the Restore Data button. Clicking Restore Data will
open the file folder and allow users to select one or more backup files. After selecting the backup file, click
Open to start the restoration process. Progress will be displayed in the Data Tool textbox. Depending on the
number of files selected, the Data Tool may need time to complete the restoration process.

Open X
1 1 > ThsPC > OS(C) > temp > New folder vO Se e »
Organize = New folder L I 7 )
System32 A Name Size 2
temp 11
J 192.1681.211_0_Dewfoint 0 Measurements.oeg
@ OneDrive ) 192.1681.211.0_Humidity 0 Measurements.oeg arranty, OMEGA is not responsible for data lose caused ... - o X
192.168.1.211_0_Pressure_0_Measurements.oeg
\ L Ee=——=
 This PC 192.168.1.211_0_Temperature 0 Measurements.oeg
3 30 Ovjects ] 192.1681.212.0_DewPoint 0 Measurements.ceg 6/25/2020 950 AM ore Data l I Clean Data [ Export CSV
B8 Desitop ] 192.168.1.212_0_Dewfoint]_0_Measurements.oeg 6/25/2020 9:50 AM 20458
5 Documents ] 192.168.1.212_0_Humidity 0_Measurements.oeg 6/25/2020 9:50 AM 960 KB
& Downloads ] 192.168.1.212 0 Humidity1 0 Measurements.oeg 6/25/2020 9:50 AM
D Music ) 192.168.1.212_0_Temperature_0_Measurements.oeg 6/25, AM ature_0_Measurements.oeg. Please wait...
B Pictures 192.168.1.212.0_Temperature_0_Measirements.oeg 6 ature_0_Measurements.oeg is done.
T ) 1921681213,1.2.0 Measurements.oeg €
¢ 0Rie v 1921681213.1.2.1 Measwrements.oeg ¢ + fint_0_Measurements.oeg. Please wait...
| fint 0_Measurements.oeg is done.
File name: | *192.168.1.212_0_Humidity 0 Measurements.ceg™ “192.168.1.212_0_Humidity1 0 Measurements.oeg” “192.168.1212_0_DewPoint 0 Measurem
¢ fint1_0_Measurements.oeq. Please wait...
fint1_0_Measurements.oeg is done.
total records 61904 imported.

importing C:\temp\New folder\192.168.1.212_0_Humidity_0_Measurements.oeg. Please wait...

importing C:\temp\New folder\192.168.1.212_0_Humidity_0_Measurements.oeg is done.
total records 29222 imported.

Figure 68: The User Selects the Backup Data Files that will be Restored
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15.4.

Exporting Data with the OEG Data Tool

Cleaning Data

Caution: Once data has been cleaned or deleted, it cannot be recovered.

OEG can capture abnormal readings from devices due to environmental electromagnetic interference and/or
other unknown factors. Users can utilize the Cleaning Data function to remove abnormal readings. To delete
data points, simply click the data points to highlight them and click the Delete button.

The data cleaning dialog will display all available data points. Users can apply filters to quickly identify points
of interest. To start the cleaning process, follow the instructions below:

Step 1: Click on the Clean Data button to bring up the data cleaning dialog box and select data points and a
date range to load the data in the chart.

B Select D B — O
Filter: | Apply ] | Delete
Device Source Channel Name Type LastTimeStamp Unit LastUpdate TotalDataP
192.168.1.212_0| Temperature1 |0 Temperature1 | Temperature | 637287090059021135| C 6/25/2020 12:10:05 PM 157632 A
192.168.1.212_0 | Humidity1 0 Humidity1 Humidity 637287090059031139 %RH | 6/25/2020 12:10:05 PM | 157646
192.168.1.212_0 | DewPoint1 0 DewPoint1 DewPoint  |637287090059041167 | C 6/25/2020 12:10:05 PM [ 157966
192.168.1.211_0 [ Humidity 0 Humidity Humidity 637287090055961185| %RH [ 6/25/2020 12:10:05 PM | 143487
192.168.1.211_0| Temperature |0 Temperature |Temperature |637287090055491154|C 6/25/2020 12:10:05 PM (190385
192.168.1.211_0( Test 0 Test Temperature |637266443739233518| C 6/1/2020 2:39:33PM [0
192.168.1.211_0| test 0 test Temperature | 637266467745572355|C 6/1/2020 3:19:34 PM |0
192.168.1.211_0| MyTest 0 7 Specify Value Range — O x £ 6/1/2020 10:59:59 PM |0
192.168.1.212_0 | Temperature |0 E 6/24/2020 11:45:47 AM 62278
192.168.1.212_0 | Humidity 0 Remove Values Below * | BoRH | 6/24/2020 11:45:47 AM [62270
192.168.1.212_0| DewPoint 0 Low Value: ‘ 10} C 6/24/2020 11:45:47 AM 62363
192.168.1.211_0| Pressure 0 Pa |6/25/2020 12:10:05 PM [189131
192.168.1.211_0| DewPoint 0 High Value: o E 6/25/2020 12:10:05 PM | 189038
192.168.1.217_0| ProcessValue |0 r 6/1/2020 11:03:56 PM |0 v
l OK l { Cancel } .
From:| Wednesday, June 24, 2020 12:@3&: Thursday, June 25, 2020 12:10:@3 \Reload Data‘ \ Auto Clean‘ ‘ Manual Clean| \Save‘
— — e —
E = 192.068.1.212_0_Temperature1_0_Measurements
— 192.068.1.212_0_Humidity1_0_Measurements
E — 192.168.1.212_0_DewPoint1_0_Measurements
0_
L B A A EL A B R R L AL A B S R R R B L R L R L R L R L

Figure 59: Users Will Select a Range of Data Points to be Cleaned

There are two methods to complete the data cleaning process. The Auto Clean function will try to detect
abnormal data using running standard deviation check. The Manual Clean function allows users to specify
outlier value ranges to remove the outliers.

Step 2: Choose Auto Clean or Manual Clean depending on your preference.

Step 3: After the data cleaning process is complete, click Save to save the cleaned data.
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15.5.

a4

Export Data

The Export Data function allows users to combine multiple data points into a single .csv file. To utilize the

Export Data function, follow these instructions:

Step 1: Click Export CSV and select the desired data, time range and file to export.

B | Select Data Point to Export [m} X
. |
Filter: Apply From: Wednesday, June 24, 2020 2:3 @31’0: Thursday, June 25, 2020 2:30:1@3
Device Source Channel Name Type LastTimeStamp Unit LastUpdate TotalDataPo
192.168.1.212_0 | Temperature1 |0 Temperature1 [ Temperature | 637287090059021135| C 6/25/2020 2:30:10 PM | 42281 A
192.168.1.212_0 | Humidity1 0 Humidity1 Humidity 637287090059031139| %RH | 6/25/2020 2:30:10 PM | 42273
192.168.1.212_0 | DewPoint1 0 DewPoint1 DewPoint 637287090059041167 | C 6/25/2020 2:30:10 PM (4137
192.168.1.211_0 | Humidity 0 Humidity Humidity 637287090055961185 | %RH | 6/25/2020 2:30:10 PM | 15544
192.168.1.211_0| Temperature |0 Temperature [Temperature|637287090055491154|C 6/25/2020 2:30:10 PM | 16958
192.168.1.211_0| Pressure 0 Pressure Pressure 637287090055981216| Pa 6/25/2020 2:30:10 PM | 16925
192.168.1.211_0 | DewPoint 0 DewPoint DewPoint 637287090055991143| C 6/25/2020 2:30:10 PM | 16921
192.168.1.213_1( 2 0 Temperature0 | Temperature | 637287090066891429| C 6/25/2020 2:30:11 PM| 17051
192.168.1.213_1| 2 1 Humidity1 Humidity 637287090066911139| %RH [ 6/25/2020 2:30:11 PM| 17051
192.168.1.213_1|2 2 Pressure2 Pressure 637287090066911139| Pa 6/25/2020 2:30:11 PM| 17051
192.168.1.213_1| 56 0 TemperatureQ | Temperature [ 637287090066921135 C 6/25/2020 2:30:11 PM| 17051
192.168.1.213_1| 56 1 Humidity1 Humidity 637287090066931160| %RH | 6/25/2020 2:30:11 PM| 17051
COM3_1 Channel0 0 Channel0 Temperature | 637287090070841159| C 6/25/2020 2:30:11 PM| 7255
COM4_1 Channel0 0 Channel0 Temperature | 637287090072761174| C 6/25/2020 2:30:12 PM| 17052
COM4 1 Channel1 0 Channel1 Humidity 637287090072791198| %RH | 6/25/2020 2:30:12 PM | 17052 v
< >
Save To: |C:\temp\New folder\test.csv Select | | Export | | Cancel
Figure 60: Users Must Define a Range Before Exporting Data
Step 2: Click the Export button to export the data.
B OEG Data Tool - This tool is provided as is without warranty, OMEGA is not responsible for data lose caused by human err..  — O X

Connect to OEG

Backup Data

Restore Data Clean Data

Export CSV

Progress

Connected to OEG database.
Retrieving data, please wait......
Retrieving data completed.
Prepareing data to write......

Writing data to file.....

Data exported sucessfully to C:\temp\New folder\test.csv .

Figure 61: A Successful Export will be Displayed in the Data Tool Textbox

This process will take time depending on how many data to be exported. The exportation progress will be
displayed in the Data Tool textbox.
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16. User-Defined Sensor Unit of Measurement Conversion w/ Gain & Offset Scaling

The Omega Link ecosystem of products support the user-defined sensor unit of measurement conversion with
gain and offset scaling. The following is an example application of the feature.

Compatible 4 to 20 mA process input sensing devices that are connected to SYNC can be scaled and configured
to report accurate sensor readings in the Omega Enterprise Gateway user interface. To configure and scale the 4
to 20 mA process input of a compatible, connected, sensing device follow the steps below:

Sensor RHPX-RH

4 Sensor
Name RHPX-RH
Measurement Type MILLIAMP

Advanced Scaling
Unit
Global Display Unit
Lock
Apply Scaling
Gain
Offset
4 Device Range/Type
Type 0-24 mA bt

Offset

Offset of linear interpolation. Valid when apply scaling checked.
Make sure the globel display unit is the same as the sensor unit when applying the offset

Apply Settings

Figure 62: SYNC Advanced Scaling

Step 1: Launch SYNC configuration software and connect the compatible 4 to 20 mA sensor that will be
configured

Step 2: From the Inputs tab, click the Advanced Scaling check box to enable it and display the advanced scaling
options.

Step 3: Provide a name to the sensor in the Name text box (16-character limit) and enter the unit of measure
associated with the device in the Unit text box (4-character limit).

Step 4: Click the Global Display Unit check box to disable the option.

Step 5: Click the Scaling sub-menu drop down and click the Apply Scaling check box to display and edit the
Gain and Offset text boxes.

Step 6: Navigate to a 4 to 20 mA Scaling Calculator at the following url:
https://omegaupdates.azurewebsites.net/4-20calculator.htm

Step 7: Enter the Sensor Minimum and Sensor Maximum process range values associated with the 4 to 20 mA
sensor into the calculator and click Calculate.

Step 8: The calculator will then provide Gain and Offset values as a result.

Step 9: Back on SYNC configuration software, enter the newly received Gain and Offset values under the Scaling
drop down from Step 3.

Step 10: Click Apply Changes fo finalize and save the changes to the sensor.

User-Defined Sensor Unit of Measurement Conversion w/ Gain & Offset Scaling 45



When the configured 4 to 20 mA sensor is added to either an Omega Enterprise Gateway or Omega Link Cloud,
the sensor values will display according to the configurations.

00124B0021B01333

= egwtest

Manual Control RHPX-RH RHPX-Temperature

45 74.2¢

4. 4mA

Last reading: 3

Manual Control

4.40mﬁ.

00124B0021B01333 [ 2]

SP-014-1 A1 NA| 00124B0021B01333

RHPX-RH RHPX-Temperature

45.50% 23.45

= gwtest - Last reading:

Figure 63: User Configured Sensor Units of Measure as they appear in OEG and Omega Link Cloud

17. Troubleshooting and Tips
Refer to the information below for any troubleshooting help and tips to ensure proper operation of Omega

46

Enterprise Gateway software

Issue

Solution

Sensor connected to an Omega Link Gateway are
not appearing after connected to Omega Enterprise
Gateway.

Delete and re-add the Omega Link Gateway to
Omega Enterprise Gateway. Wait 2 minutes after
deleting the Omega Link Gateway before attempting
fo re-connect.

A sensor has been configured after the associated
Gateway has already been connected to OEG.

The user must reboot the Omega Link Gateway, then
Stop and Start OEG software by running the software
as a Windows Administrator (See section 3.1.1.
Running OEG with Windows Administrator Access) to
sync with the configuration made to the connected
device.

There is a conflict with the default OEG Web Port of
8080.

If the PC running OEG has a conflicting web port
8080, the user will need to change the web port will
need to be changed to a different, non-conflicting
web port (i.e. 8081). This can be done by running OEG
as an Administrator (as shown in Section 3.1.1. of this
manual), clicking the Stop service button, changing
the web port number to a compatible value other than
8080 (i.e. 8081), clicking the Apply Changes button,
and finally clicking the Start service button to finalize
the changes.

General Tips

When swapping probes between an IF-006 with previously logged data, it is suggested to clear the previously
logged data using Omega’s SYNC configuration software.

When updating a device name in OEG, it may take up to 2 minutes for the change to be reflected.

20 seconds.

When a device is being added to OEG, it is suggested that the reading interval be updated to no faster than

OEG User's Guide



WARRANTY/DISCLAIMER

OMEGA ENGINEERING, INC. warrants this unit to be free of defects in materials and workmanship for a period
of 13 months from date of purchase. OMEGA’'s WARRANTY adds an additional one (1) month grace period to
the normal one (1) year product warranty to cover handling and shipping time. This ensures that OMEGA'’s
customers receive maximum coverage on each product.

If the unit malfunctions, it must be returned to the factory for evaluation. OMEGA's Customer Service
Department will issue an Authorized Return (AR) number immediately upon phone or written request.

Upon examination by OMEGA, if the unit is found to be defective, it will be repaired or replaced at no charge.
OMEGA’'s WARRANTY does not apply to defects resulting from any action of the purchaser, including but
not limited to mishandling, improper interfacing, operation outside of design limits, improper repair, or
unauthorized modification. This WARRANTY is VOID if the unit shows evidence of having been tampered
with or shows evidence of having been damaged as a result of excessive corrosion; or current, heat,
moisture or vibration; improper specification; misapplication; misuse or other operating conditions outside
of OMEGA's control. Components in which wear is not warranted, include but are not limited to contact
points, fuses, and triacs.

OMEGA is pleased to offer suggestions on the use of its various products. However, OMEGA neither assumes
responsibility for any omissions or errors nor assumes liability for any damages that result from the use of its
products in accordance with information provided by OMEGA, either verbal or written. OMEGA warrants only
that the parts manufactured by the company will be as specified and free of defects. OMEGA MAKES NO OTHER
WARRANTIES OR REPRESENTATIONS OF ANY KIND WHATSOEVER, EXPRESSED OR IMPLIED, EXCEPT THAT OF
TITLE, AND ALL IMPLIED WARRANTIES INCLUDING ANY WARRANTY OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE HEREBY DISCLAIMED. LIMITATION OF LIABILITY: The remedies of purchaser set
forth herein are exclusive, and the total liability of OMEGA with respect to this order, whether based on contract,
warranty, negligence, indemnification, strict liability or otherwise, shall not exceed the purchase price of the
component upon which liability is based. In no event shall OMEGA be liable for consequential, incidental or
special damages.

CONDITIONS: Equipment sold by OMEGA is not intended to be used, nor shall it be used: (1) as a “Basic
Component” under 10 CFR 21 (NRC), used in or with any nuclear installation or activity; or (2) in medical
applications or used on humans. Should any Product(s) be used in or with any nuclear installation or activity,
medical application, used on humans, or misused in any way, OMEGA assumes no responsibility as set
forth in our basic WARRANTY/DISCLAIMER language, and, additionally, purchaser will indemnify OMEGA
and hold OMEGA harmless from any liability or damage whatsoever arising out of the use of the Product(s)
in such a manner.

RETURN REQUESTS/INQUIRIES

Direct all warranty and repair requests/inquiries to the OMEGA Customer Service Department. BEFORE
RETURNING ANY PRODUCT(S) TO OMEGA, PURCHASER MUST OBTAIN AN AUTHORIZED RETURN (AR)
NUMBER FROM OMEGA’'S CUSTOMER SERVICE DEPARTMENT (IN ORDER TO AVOID PROCESSING
DELAYS). The assigned AR number should then be marked on the outside of the return package and on any
correspondence.

The purchaser is responsible for shipping charges, freight, insurance and proper packaging to prevent
breakage in transit.

FOR WARRANTY RETURNS, please have the FOR NON-WARRANTY REPAIRS, consult OMEGA
following information available BEFORE contacting for current repair charges. Have the following
OMEGA: information available BEFORE contacting OMEGA:
1. Purchase Order number under which the product 1. Purchase Order number to cover the COST
was PURCHASED, of the repair,
2. Model and serial number of the product under 2. Model and serial number of the product, and
warranty, and 3. Repair instructions and/or specific problems
3. Repair instructions and/or specific problems relative to the product.
relative to the product.

OMEGA's policy is to make running changes, not model changes, whenever an improvement is possible. This affords our customers the latest
in fechnology and engineering.

OMEGA is a trademark of OMEGA ENGINEERING, INC. © Copyright OMEGA ENGINEERING, INC. All rights reserved. This document may not
be copied, photocopied, reproduced, translated, or reduced to any electronic medium or machine-readable form, in whole or in part, without
the prior written consent of OMEGA ENGINEERING, INC.
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